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    README

[image: The Macaw logo, a scarlet macaw in flight]macaw_auth_ash
This software is a very early release, and not ready for general use.

Public home: github.com/dcoai/macaw_auth_ash · Docs: hexdocs.pm
A macaw_auth backend over AshAuthentication 4.x: a host's Ash user and token resources behind the Macaw.Auth contract, so an Ash host gets macaw_auth's plugs, LiveView hooks, steps and revocation push without a second user table.
	Module	What it does
	Macaw.Auth.Ash	the backend: sign-in through the resource's strategies, sessions in its token resource
	Macaw.Auth.Ash.TokenResource	the token resource extension: the actions sessions need
	Macaw.Auth.Ash.Notifier	tells open pages of a revocation made through Ash directly
	Macaw.Auth.Ash.Strategy.Ldap	macaw_auth's LDAP source as an AshAuthentication strategy, provisioning users at first sign-in

Configuration
# mix.exs
{:macaw_auth_ash, "~> 0.3.2"}

# config.exs
config :macaw_auth, backend: Macaw.Auth.Ash, pubsub: MyApp.PubSub

config :macaw_auth, Macaw.Auth.Ash,
  user_resource: MyApp.Accounts.User,
  token_resource: MyApp.Accounts.Token,     # default: the user resource's
  domain: MyApp.Accounts,                   # default: the user resource's
  strategies: [:password, :nas],            # or strategy: :password; tried in order
  roles_from: :roles,                       # an attribute (list of strings), or {m, f} of the record
  username_field: :email,                   # default: the first strategy's identity field
  display_name_field: :name,                # optional
  source_field: :source,                    # optional; without it every user is "local"
  disabled_field: :disabled_at,             # optional, boolean or timestamp
  idle_days: 14                             # 1..3650, at most the user resource's token_lifetime
The token resource takes this library's extension and notifier (without the notifier, a verifier warns at compile time and the configuration refuses it when it loads):
defmodule MyApp.Accounts.Token do
  use Ash.Resource,
    domain: MyApp.Accounts,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshAuthentication.TokenResource, Macaw.Auth.Ash.TokenResource],
    notifiers: [Macaw.Auth.Ash.Notifier]
end
and the user resource's token_lifetime is a session's absolute limit, so set it to at least idle_days. macaw_auth's application checks the whole configuration when it starts (the backend's check_config!/0), so any fault in it refuses boot, naming the fault, rather than failing the first sign-in. Then the router uses Macaw.Auth.Plug and Macaw.Auth.Live as with any backend.
How it maps
	Sign-in. authenticate/2 runs the configured strategies in order; the first that knows the user decides, so a wrong password never falls through to another source. A wrong password and an unknown user are one refusal, :invalid_credentials, taking one hash each (AshAuthentication's password sign-in hashes against nothing for an unknown user). A disabled user is refused :disabled, only after the right password.
	Sessions are stored user tokens. A session is an AshAuthentication user JWT, signed with the resource's own secret, whose row in the token resource holds the jti (the session's id), never the JWT, with macaw_auth's metadata (last use, address, agent, steps) in extra_data. Revoking sets the row's purpose to "revocation", the state AshAuthentication's own checks refuse, so a revocation means the same to both. Idle sessions expire after idle_days; use is recorded at most hourly, and a re-check never extends a session.
	The notifier. A revocation through Ash rather than Macaw.Auth.revoke/2 (AshAuthentication's sign-out, a revoke by jti, log-out-everywhere) still reaches the user's open pages at once: Macaw.Auth.Ash.Notifier announces revocations it is notified of, and the extension announces log-out-everywhere's bulk revocation, which sends no notifications.
	LDAP. ldap :nas do source {MyApp.Directory, :nas, []} ... end in the user resource's strategies signs a user in against a directory with macaw_auth's escaping, TLS rules (allow_plaintext: false), required group and role mapping, provisions their row at first sign-in, and re-derives their roles at every one. A row another source owns is never taken over.

The second factor is unsupported
AshAuthentication 4.x, the stable line this library targets, has no TOTP strategy (5.0, a release candidate as this is written, adds one). So under this backend every user reports second_factor: :none, no session owes the step, and Macaw.Auth.verify_second_factor/3 refuses with {:error, :unsupported}. The conformance kit runs with its second-factor block pending, saying so in every test run, rather than passed by a stub. A host that needs a second factor today uses macaw_auth's native backend; this one gains it when AshAuthentication 5.0 is final.
Tests
mix test runs macaw_auth's conformance kit against a test app (an Ash domain on AshSqlite, in test/support), plus this backend's own tests. The :ldap tests run against macaw's OpenLDAP fixture image when MACAW_AUTH_LDAP_HOST names it:
docker run -d --rm --name macaw-auth-ldap -p 127.0.0.1:3391:389 -p 127.0.0.1:3638:636 macaw-ldap-test
MACAW_AUTH_LDAP_HOST=localhost MACAW_AUTH_LDAP_PORT=3391 MACAW_AUTH_LDAPS_PORT=3638 mix test --include ldap
docker stop macaw-auth-ldap

Part of Macaw (spec/00 §4, host libraries). Released on Hex.


  

    Changelog

v0.3.2 (2026-10-28)
	The macaw logo in the docs and the README (macaw#175).
	CI: the LDAP fixture image moved with the server, now Collpa: dco-tek/macaw/collpa/ci-ldap (collpa#146).

v0.3.1 (2026-10-28)
	On Hex: depends on macaw_auth ~> 0.4.1 from Hex instead of its git tag; the README installs from Hex (macaw#155).
	The README opens with the early-release notice (macaw#174).
	Package metadata for Hex: the public home, the changelog link, the files shipped, and docs with ex_doc (macaw_compose#155).

v0.3.0 (2026-10-27)
	check_config!/0 at boot; onto macaw_auth v0.4.0; v0.3.0

v0.2.1 (2026-10-27)
	misconfigurations refused at Config load; v0.2.1

v0.2.0 (2026-10-27)
	onto macaw_auth v0.2.0; v0.2.0

v0.1.1 (2026-10-27)
	throttle, token-lifetime and idle_days checks, deleted-user refusal

v0.1.0 (2026-10-27)
	macaw_auth_ash 0.1.0: macaw_auth over AshAuthentication 4.15, and the LDAP strategy



  

    
Macaw.Auth.Ash 
    



      
A Macaw.Auth backend over AshAuthentication: a host's Ash user and
token resources behind the contract, so an Ash host gets Macaw's plugs,
LiveView hooks, steps and revocation push without a second user table.
config :macaw_auth, backend: Macaw.Auth.Ash
config :macaw_auth, Macaw.Auth.Ash,
  user_resource: MyApp.Accounts.User,
  strategies: [:password],
  roles_from: :roles,
  disabled_field: :disabled_at
(Macaw.Auth.Ash.Config has every key.) The token resource takes
Macaw.Auth.Ash.TokenResource and Macaw.Auth.Ash.Notifier; a
directory sign-in is the Macaw.Auth.Ash.Strategy.Ldap strategy on the
user resource.
	Who someone is: authenticate/2 runs the configured
AshAuthentication strategies in order, as Macaw.Auth.Native runs its
sources: the first that knows the user decides; failures back off by
macaw_auth's native throttle.
	Their sessions: stored user tokens in the token resource
(Macaw.Auth.Ash.Sessions, which says why).

The second factor is unsupported. AshAuthentication 4.x, the stable
line this backend targets, has no TOTP strategy (5.0, a release
candidate as this is written, adds one). So every user reports
second_factor: :none, no session owes the step, and
verify_second_factor/3 refuses with {:error, :unsupported}. The
conformance kit runs with its second-factor block pending, saying why,
rather than passed by a stub. A host that needs a second factor today
uses Macaw.Auth.Native.

      


      
        Summary


  
    Functions
  


    
      
        authenticate(credentials, opts \\ [])

      


        Checks %{username: _, password: _} against the configured strategies,
in order: {:ok, %Macaw.Auth.User{}}, or {:error, :invalid_credentials | :disabled | :throttled}. Options: :remote_ip (a string or an
address tuple; the client's, for the throttle's address key), :now (a
DateTime, for the throttle's clock).



    


    
      
        check_config!()

      


        Checks the whole configuration (Macaw.Auth.Ash.Config.get/0: the
resources, the strategies and every LDAP strategy's fields, the
notifier, idle_days against the token lifetime): :ok, or
ArgumentError naming the fault. macaw_auth's application calls it at
start, so a misconfigured host refuses boot rather than failing its
first sign-in.



    


    
      
        session_idle_seconds(opts)

      


        The idle limit fetch_session/2 expires sessions by: idle_days in
seconds, which is also the remember cookie's lifetime.



    


    
      
        to_user(record, config \\ Config.get())

      


        A user record as the contract's %Macaw.Auth.User{}: the username from
username_field, roles from roles_from, the source from
source_field (else "local"), disabled from disabled_field (true,
or any timestamp), and no second factor (see the moduledoc).



    


    
      
        verify_second_factor(session_id, code, opts)

      


        Unsupported: {:error, :unsupported}. AshAuthentication 4.x has no TOTP
strategy; users never owe a second factor under this backend (see the
moduledoc).



    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(credentials, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(map(), keyword()) ::
  {:ok, Macaw.Auth.User.t()}
  | {:error, :invalid_credentials | :disabled | :throttled}


      


Checks %{username: _, password: _} against the configured strategies,
in order: {:ok, %Macaw.Auth.User{}}, or {:error, :invalid_credentials | :disabled | :throttled}. Options: :remote_ip (a string or an
address tuple; the client's, for the throttle's address key), :now (a
DateTime, for the throttle's clock).
The first strategy that knows the user decides. A password
strategy knows a user who has a row with a password hash; an LDAP
strategy, one its directory knows (Macaw.Auth.Native.Source.Ldap.knows?/2).
A refusal by a strategy that knows the user is final: a wrong password
never falls through to the next strategy, or one account's password
could be tried against another's. One that doesn't passes the attempt
on.
One refusal. A wrong password and an unknown user are both
:invalid_credentials, and take the same time: AshAuthentication's
password sign-in hashes against nothing when no user matches
(hash_provider.simulate/0, bcrypt's no_user_verify), as for a wrong
password it hashes against the user's; an empty username or password,
which never reaches the sign-in query, is hashed against nothing here.
A disabled user (disabled_field) is refused with :disabled, only
after the right password, so the refusal tells a guesser nothing.
Throttled as the native backend is, by its throttle
(Macaw.Auth.Native.Throttle, which macaw_auth's application starts
whichever backend is configured): failures back off per username
(trimmed and case-folded; an empty one shares one key) and per
:remote_ip. While either waits, the attempt is refused :throttled
without checking the password, and not counted, but a hash's time is
still spent (as for an empty field), so the response time doesn't tell
a guesser when the block starts or ends. Every other refusal counts as
a failure; a success resets the username's count, never the address's.
Emits [:macaw_auth, :ash, :authenticate] with %{count: 1} and
%{result: :ok | :error, reason: term, strategy: name | nil, user_id: id | nil}; never the username or password.

  



  
    
      
    
    
      check_config!()



        
          
        

    

  


  

      

          @spec check_config!() :: :ok


      


Checks the whole configuration (Macaw.Auth.Ash.Config.get/0: the
resources, the strategies and every LDAP strategy's fields, the
notifier, idle_days against the token lifetime): :ok, or
ArgumentError naming the fault. macaw_auth's application calls it at
start, so a misconfigured host refuses boot rather than failing its
first sign-in.

  



  
    
      
    
    
      session_idle_seconds(opts)



        
          
        

    

  


  

      

          @spec session_idle_seconds(keyword()) :: pos_integer()


      


The idle limit fetch_session/2 expires sessions by: idle_days in
seconds, which is also the remember cookie's lifetime.

  



    

  
    
      
    
    
      to_user(record, config \\ Config.get())



        
          
        

    

  


  

      

          @spec to_user(struct(), Macaw.Auth.Ash.Config.t()) :: Macaw.Auth.User.t()


      


A user record as the contract's %Macaw.Auth.User{}: the username from
username_field, roles from roles_from, the source from
source_field (else "local"), disabled from disabled_field (true,
or any timestamp), and no second factor (see the moduledoc).

  



  
    
      
    
    
      verify_second_factor(session_id, code, opts)



        
          
        

    

  


  

Unsupported: {:error, :unsupported}. AshAuthentication 4.x has no TOTP
strategy; users never owe a second factor under this backend (see the
moduledoc).

  


        

      


  

    
Macaw.Auth.Ash.AnnounceRevocation 
    



      
Tells open pages of the tokens an update action revoked:
Macaw.Auth.Ash.TokenResource puts it on AshAuthentication's
revoke_all_stored_for_subject.
That action is how log-out-everywhere (and a password change with
apply_on_password_change?) revokes a user's tokens: a bulk update run
without notifications, so Macaw.Auth.Ash.Notifier never hears of it.
This change adds an after-action hook, which Ash runs for a single
update and for each record of an atomic or streamed bulk one alike, and
which hands the revoked rows to Macaw.Auth.Ash.Notifier.announce/2.
The hook runs inside the action's transaction, when the data layer has
one: a page could be told just before the revocation commits. Being told
early only sends a page to sign in sooner; a revocation that then rolled
back leaves the session valid, and signing in again recovers it.

      




  

    
Macaw.Auth.Ash.Config 
    



      
Macaw.Auth.Ash's configuration, read from the application environment
and checked, so a fault names its key rather than failing a sign-in
somewhere deeper:
config :macaw_auth, Macaw.Auth.Ash,
  user_resource: MyApp.Accounts.User,
  token_resource: MyApp.Accounts.Token,   # default: the user resource's
  domain: MyApp.Accounts,                 # default: the user resource's
  strategies: [:password, :nas],          # or strategy: :password
  roles_from: :roles,                     # or {MyApp.Accounts, :roles_of}
  username_field: :email,                 # default: the first strategy's identity field
  display_name_field: :name,              # optional
  source_field: :source,                  # optional; without it every user is "local"
  disabled_field: :disabled_at,           # optional, boolean or timestamp
  idle_days: 14
	strategies are AshAuthentication strategy names on the user
resource, tried in order as Macaw.Auth.Native's sources are: the
first that knows the user decides (Macaw.Auth.Ash.authenticate/2).
Each is a password strategy or a Macaw.Auth.Ash.Strategy.Ldap.
	roles_from is an attribute holding a list of strings, or {m, f}
called with the user record.
	idle_days: a session unused this long expires; 1 to 3650, as the
native backend's session_idle_days. The user resource's
token_lifetime must be at least this long: the JWT's expiry is a
session's absolute limit (Macaw.Auth.Ash.Sessions), so a shorter
lifetime would end sessions before they are idle. It is checked here,
not left to a host to notice.

Two of the resources' own faults are refused here too, though a compile
warning names them first (Spark reports a verifier's error as a warning,
so they compile unless warnings are errors): a token resource without
Macaw.Auth.Ash.Notifier, and an LDAP strategy on the user resource,
named in strategies or not, whose field option isn't an attribute.
Read on every call (get/0), not cached: it is a handful of keyword
lookups, and a test or a host that changes it sees the change at once.
A fault raises ArgumentError: it is a deployment bug, not a refusal.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        get()

      


        The configuration, checked; raises ArgumentError naming a fault.



    


    
      
        parse!(settings)

      


        Checks settings (a keyword list) as get/0 does.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Ash.Config{
  disabled_field: atom() | nil,
  display_name_field: atom() | nil,
  domain: module(),
  idle_days: pos_integer(),
  primary_key: atom(),
  roles_from: atom() | {module(), atom()},
  source_field: atom() | nil,
  strategies: [struct()],
  token_resource: module(),
  user_resource: module(),
  username_field: atom()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get()



        
          
        

    

  


  

      

          @spec get() :: t()


      


The configuration, checked; raises ArgumentError naming a fault.

  



  
    
      
    
    
      parse!(settings)



        
          
        

    

  


  

      

          @spec parse!(keyword()) :: t()


      


Checks settings (a keyword list) as get/0 does.

  


        

      


  

    
Macaw.Auth.Ash.Notifier 
    



      
Tells open pages of a revocation made through Ash, outside Macaw.Auth.
Macaw.Auth.revoke/2 tells a user's open LiveViews which of their
sessions ended, and they disconnect at once. But a host on Ash may revoke
a token without it: AshAuthentication's sign-out revokes by token, an
admin action may revoke by jti, log-out-everywhere revokes them all.
Without this notifier those pages would learn only at their next
re-check (Macaw.Auth.Live, every minute by default). The host adds it
to the token resource, which Macaw.Auth.Ash.TokenResource insists on:
use Ash.Resource, ..., notifiers: [Macaw.Auth.Ash.Notifier]
On every notification whose record is now a revocation (purpose
"revocation"), it tells the token's user's open pages
{:sessions_revoked, [jti]}: the jti is a Macaw.Auth.Ash session's id.
Revocations made with the quiet/0 context are not announced. Two
actions are left to others, so a page is told once: Macaw's own
revocation (:macaw_auth_revoke), which Macaw.Auth.revoke/2 announces,
and revoke_all_stored_for_subject, a bulk update that sends no
notifications, which Macaw.Auth.Ash.AnnounceRevocation announces.
How it tells them: Macaw.Auth.announce_revoked/2 (macaw_auth 0.1.1),
the public way to tell a user's open pages that sessions ended, over
whichever channel macaw_auth is configured with (a Registry, or
Phoenix.PubSub). It does so only while Macaw.Auth.Ash is the configured
backend; under another backend these tokens are not Macaw sessions.
Notifications arrive after the transaction commits.

      


      
        Summary


  
    Functions
  


    
      
        announce(resource, records)

      


        Tells the open pages of each revoked token's user: records are token
rows (jti, subject). Tokens of another resource's subjects are
skipped. A no-op unless Macaw.Auth.Ash is the configured backend.



    


    
      
        load(_, _)

      


        Callback implementation for Ash.Notifier.load/2.



    


    
      
        quiet()

      


        The context that keeps a revocation unannounced: Macaw.Auth.Ash's
revocation of the token AshAuthentication's sign-in signs, which was
never anyone's session.



    


    
      
        requires_original_data?(_, _)

      


        Callback implementation for Ash.Notifier.requires_original_data?/2.



    





      


      
        Functions


        


  
    
      
    
    
      announce(resource, records)



        
          
        

    

  


  

      

          @spec announce(module(), [map()]) :: :ok


      


Tells the open pages of each revoked token's user: records are token
rows (jti, subject). Tokens of another resource's subjects are
skipped. A no-op unless Macaw.Auth.Ash is the configured backend.

  



  
    
      
    
    
      load(_, _)



        
          
        

    

  


  

Callback implementation for Ash.Notifier.load/2.

  



  
    
      
    
    
      quiet()



        
          
        

    

  


  

      

          @spec quiet() :: map()


      


The context that keeps a revocation unannounced: Macaw.Auth.Ash's
revocation of the token AshAuthentication's sign-in signs, which was
never anyone's session.

  



  
    
      
    
    
      requires_original_data?(_, _)



        
          
        

    

  


  

Callback implementation for Ash.Notifier.requires_original_data?/2.

  


        

      


  

    
Macaw.Auth.Ash.Sessions 
    



      
Macaw.Auth.Ash's sessions, kept in the host's AshAuthentication token
resource.
A session is a stored user token. create/2 signs an ordinary
AshAuthentication user JWT for the user (AshAuthentication.Jwt, the
resource's own secret, lifetime and claims) and stores its row: the
jti, purpose "user", subject and expiry, and Macaw's metadata in
extra_data["macaw_auth"] (when it was made and last used, the client's
address and agent, the second factor, the steps done). The JWT goes to
the client; the session's id is its jti.
Why the token resource rather than a session table of our own: it is
where an Ash host already keeps tokens, so one revocation means the same
to AshAuthentication's plugs and to Macaw (a revoked session is a token
AshAuthentication refuses too, and a token AshAuthentication revokes is a
session Macaw refuses), its expunger clears the rows, and the host has no
second table to migrate. What it lacked, an update of extra_data and a
revocation by jti that keeps the row's expiry, Macaw.Auth.Ash.TokenResource
adds.
The contract's guarantees, and how:
	No token stored. The row holds the jti, a random value inside
the JWT's signed payload, never the JWT; a jti alone signs nobody in,
since a token must carry the resource's signature. The kit checks
every stored value against the tokens it was given.
	Revocation. Revoking sets the row's purpose to "revocation"
(:macaw_auth_revoke), the state AshAuthentication's own
revoked? check looks for; the row keeps its expiry, so the expunger
removes it when the JWT could no longer verify anyway. A session is
valid only while its row has purpose "user" and Macaw's metadata, so
a token AshAuthentication minted for itself is not a Macaw session.
	Idle expiry slides. A session unused for idle_days expires and is
revoked at its next look-up; a request (touch: true) records use at
most once an hour, and a re-check (touch: false) never does. The
JWT's own expiry (the user resource's token_lifetime) is the
session's absolute limit, at least idle_days (Macaw.Auth.Ash.Config
refuses a shorter one).
	A deleted user has no new session. create/2 for a user deleted
after signing in is {:error, :invalid}.
	A disabled user has no session. Looking one up revokes it.

Every function honors :now. Every read and write is made with
authorize?: false: this is the authentication layer itself, before
there is an actor to authorize.

      


      
        Summary


  
    Functions
  


    
      
        complete_step(id, step, opts)

      


        Records a step on a session: the second factor, or another step done.
:ok, or {:error, :invalid} when there is no live session by that id
(revoked, by Macaw or AshAuthentication, even between this read and its
write; or never one), which is left as it is.



    


    
      
        create(user, opts)

      


        Starts a session for user: {:ok, token, session}, the JWT for the
client only, or {:error, :invalid} when the user is gone (deleted
after signing in): there is no record to sign a token for, and nothing
is stored. Options: :remote_ip, :user_agent,
:second_factor_passed (default true), :now.



    


    
      
        fetch(token, opts)

      


        Resolves a token: its signature and claims verified against the user
resource, then its session. {:ok, user, session} or {:error, :invalid | :expired | :disabled}. Options: :touch (default false), :now.



    


    
      
        fetch_by_id(id, opts)

      


        As fetch/2, by session id (the token's jti): what an open page re-checks with.



    


    
      
        list(user_id, opts)

      


        A user's sessions, newest first (created at, then id: timestamps can tie).



    


    
      
        revoke(id, opts)

      


        Revokes one session (an id) or a user's ({:user, id}, keeping
:except): {user_id, ids}, the ids empty when nothing was there.



    


    
      
        subject_user_id(subject, user_resource)

      


        The user id a token's subject names (the primary key's value, as the
subject carries it), or :error for another resource's subject.



    





      


      
        Functions


        


  
    
      
    
    
      complete_step(id, step, opts)



        
          
        

    

  


  

      

          @spec complete_step(term(), Macaw.Auth.step(), keyword()) :: :ok | {:error, :invalid}


      


Records a step on a session: the second factor, or another step done.
:ok, or {:error, :invalid} when there is no live session by that id
(revoked, by Macaw or AshAuthentication, even between this read and its
write; or never one), which is left as it is.

  



  
    
      
    
    
      create(user, opts)



        
          
        

    

  


  

      

          @spec create(Macaw.Auth.User.t(), keyword()) ::
  {:ok, binary(), Macaw.Auth.Session.t()} | {:error, :invalid}


      


Starts a session for user: {:ok, token, session}, the JWT for the
client only, or {:error, :invalid} when the user is gone (deleted
after signing in): there is no record to sign a token for, and nothing
is stored. Options: :remote_ip, :user_agent,
:second_factor_passed (default true), :now.

  



  
    
      
    
    
      fetch(token, opts)



        
          
        

    

  


  

      

          @spec fetch(binary(), keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


Resolves a token: its signature and claims verified against the user
resource, then its session. {:ok, user, session} or {:error, :invalid | :expired | :disabled}. Options: :touch (default false), :now.

  



  
    
      
    
    
      fetch_by_id(id, opts)



        
          
        

    

  


  

      

          @spec fetch_by_id(term(), keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


As fetch/2, by session id (the token's jti): what an open page re-checks with.

  



  
    
      
    
    
      list(user_id, opts)



        
          
        

    

  


  

      

          @spec list(term(), keyword()) :: [Macaw.Auth.Session.t()]


      


A user's sessions, newest first (created at, then id: timestamps can tie).

  



  
    
      
    
    
      revoke(id, opts)



        
          
        

    

  


  

      

          @spec revoke(term(), keyword()) :: {term(), [term()]}


      


Revokes one session (an id) or a user's ({:user, id}, keeping
:except): {user_id, ids}, the ids empty when nothing was there.

  



  
    
      
    
    
      subject_user_id(subject, user_resource)



        
          
        

    

  


  

      

          @spec subject_user_id(String.t(), module()) :: {:ok, String.t()} | :error


      


The user id a token's subject names (the primary key's value, as the
subject carries it), or :error for another resource's subject.

  


        

      


  

    
Macaw.Auth.Ash.Strategy.Ldap 
    



      
A directory sign-in as an AshAuthentication strategy: macaw_auth's
Macaw.Auth.Native.Source.Ldap (its RFC 4514 and filter escaping, its
TLS rules with allow_plaintext: false, its group checks and role
mapping) on an Ash user resource, which it provisions at a user's first
sign-in.
defmodule MyApp.Accounts.User do
  use Ash.Resource,
    extensions: [AshAuthentication, Macaw.Auth.Ash.Strategy.Ldap], ...

  authentication do
    strategies do
      ldap :nas do
        source {MyApp.Directory, :nas, []}
        identity_field :username
        roles_field :roles
        source_field :source
        display_name_field :display_name
        disabled_field :disabled_at
      end
    end
  end
end
source is the directory's configuration, exactly as a native LDAP
source's (Macaw.Auth.Native.Source.Ldap.Config, its name defaulting
to the strategy's): a map, or {module, function, args} returning one,
called at each sign-in. Prefer the function: a map in the resource is
fixed when it compiles, and a host's directory and its service password
belong to the runtime (bind_password: {:env, "VAR"} is resolved at
sign-in either way). A configuration fault raises at sign-in, naming the
key: it is a deployment bug, not a refusal.
Each field option must name an attribute of the resource. One that
doesn't is warned of at compile time (the verifier's error, which Spark
reports as a compile warning), refused by Macaw.Auth.Ash.Config when
it loads, and never read as unset at sign-in: a source or disabled field
the record lacks raises KeyError.
The DSL entity builds (unless the resource defines them already):
	sign_in_with_<name>: a generic action taking username and
password, returning the user. Through AshAuthentication (its plug, or
AshAuthentication.Strategy.action/4) it signs a user token as the
password strategy does; Macaw.Auth.Ash calls sign_in/4 itself and
makes its own session.
	provision_with_<name>: a create accepting the identity, roles,
source and display name fields.
	refresh_with_<name>: an update accepting the roles and display name.

Provisioning (as Macaw.Auth.Native.Provision): a directory user
signing in for the first time gets a row, with source_field the
directory's name and no password; at every later sign-in the
directory's roles and display name replace the row's, so a user removed
from an admin group loses the role at their next sign-in. A row with the
username that another source owns (a local user, or another directory's)
is never taken over (:username_taken), and a disabled row stays
refused (:disabled), left as it is. The user resource needs a unique
identity on identity_field: two first sign-ins at once then make one
row.
What the directory says beyond these (its DN, entry id, email) is not
stored: a user resource has no standard place for it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        explain_refusal(reason)

      


        A sentence explaining a refusal's reason, for logs and diagnostics.



    


    
      
        sign_in(strategy, username, password, opts)

      


        Checks a password against the directory and provisions the user:
{:ok, record}, or {:error, reason, knows?}, where knows? says
whether the refusal is final (Macaw.Auth.Native.Source.Ldap.knows?/2;
a provisioning refusal always is). reason is the source's
(explain_refusal/1), or :username_taken or
:disabled: for logs, never for the visitor.



    


    
      
        source!(strategy)

      


        The directory's configuration, parsed: raises ArgumentError naming a fault.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Ash.Strategy.Ldap{
  __spark_metadata__: term(),
  disabled_field: term(),
  display_name_field: term(),
  identity_field: term(),
  name: term(),
  provision_action_name: term(),
  refresh_action_name: term(),
  resource: term(),
  roles_field: term(),
  sign_in_action_name: term(),
  source: term(),
  source_field: term(),
  strategy_module: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      explain_refusal(reason)



        
          
        

    

  


  

      

          @spec explain_refusal(atom()) :: String.t()


      


A sentence explaining a refusal's reason, for logs and diagnostics.

  



  
    
      
    
    
      sign_in(strategy, username, password, opts)



        
          
        

    

  


  

      

          @spec sign_in(t(), String.t(), String.t(), keyword()) ::
  {:ok, Ash.Resource.record()} | {:error, atom(), boolean()}


      


Checks a password against the directory and provisions the user:
{:ok, record}, or {:error, reason, knows?}, where knows? says
whether the refusal is final (Macaw.Auth.Native.Source.Ldap.knows?/2;
a provisioning refusal always is). reason is the source's
(explain_refusal/1), or :username_taken or
:disabled: for logs, never for the visitor.

  



  
    
      
    
    
      source!(strategy)



        
          
        

    

  


  

      

          @spec source!(t()) :: Macaw.Auth.Native.Source.Ldap.t()


      


The directory's configuration, parsed: raises ArgumentError naming a fault.

  


        

      


  

    
Macaw.Auth.Ash.Strategy.Ldap.SignIn 
    



      
The LDAP strategy's sign-in action (sign_in_with_<name>): runs
Macaw.Auth.Ash.Strategy.Ldap.sign_in/4 and returns the user, with a
user token in its :token metadata when the resource has tokens, as
the password strategy's sign-in does (unless the action's context sets
token_type to anything but :user).
Every refusal is the same AshAuthentication.Errors.AuthenticationFailed,
so neither AshAuthentication's plug nor an API built on the action tells
a wrong password from an unknown user; the reason is in its caused_by,
for logs.

      




  

    
Macaw.Auth.Ash.TokenResource 
    



      
What Macaw.Auth.Ash adds to a host's AshAuthentication token resource:
defmodule MyApp.Accounts.Token do
  use Ash.Resource,
    domain: MyApp.Accounts,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshAuthentication.TokenResource, Macaw.Auth.Ash.TokenResource],
    notifiers: [Macaw.Auth.Ash.Notifier]
end
AshAuthentication's token resource stores a JWT's jti, never the JWT,
with purpose, subject, expires_at and an extra_data map. A Macaw
session is one of those rows (purpose "user"), its metadata in
extra_data["macaw_auth"] (Macaw.Auth.Ash.Sessions). The resource's
own actions can store a token, and revoke one by token or jti, but not
update extra_data in place, read rows by subject, or revoke a stored
row by jti without making it unexpungeable (AshAuthentication's
revoke_jti sets a thousand-year expiry). So this extension adds, unless
the resource already defines them:
	:macaw_auth_read: a plain read, the primary one when the resource
has none (log-out-everywhere's bulk update needs one);
	:macaw_auth_update: an update accepting extra_data (a session's
use, its steps);
	:macaw_auth_revoke: an update setting purpose to "revocation",
keeping the row's own expiry, so the expunger still removes it.

and to AshAuthentication's revoke_all_stored_for_subject action the
Macaw.Auth.Ash.AnnounceRevocation change: that action is how
AshAuthentication's log-out-everywhere revokes, as a bulk update without
notifications, so a notifier alone would never hear of it.
A token resource without Macaw.Auth.Ash.Notifier is warned of at
compile time by a verifier (Spark reports its error as a compile
warning) and refused by Macaw.Auth.Ash.Config when it loads: without
the notifier, a revocation made through Ash directly would reach open
pages only at their next re-check.
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    Functions
  


    
      
        read_action()

      


        The read action this extension adds.



    


    
      
        revoke_action()

      


        The revoking update action this extension adds.



    


    
      
        update_action()

      


        The update action (extra_data) this extension adds.
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      read_action()



        
          
        

    

  


  

The read action this extension adds.

  



  
    
      
    
    
      revoke_action()



        
          
        

    

  


  

The revoking update action this extension adds.

  



  
    
      
    
    
      update_action()



        
          
        

    

  


  

The update action (extra_data) this extension adds.
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